
 

t.FI f8uIof'qitdntum polarization measurements

Describe classical secret key protocol
Understand key terms encode encrypt decode decrypt
secret key encoded message
Describe BB84 quantum crypto protocol and why it is

secure

t.FIfAss process

polarization measured Eaenpnoton.cnI ffI
Polarizer doesheat up from blocking light effectiveness can decrease

Diagonal real or a probability Fyousimulatea
Polarizers a metaphor Or really in computer quantum computer w
More photons One at a time

a classical



Secret Key Protocol Warm Up Day 2

Alice Eve Bob M 1 5 1

0 Ñ Effi Eff man m

Secret message Eve knows everything about

ME 0,19 protocol except m s

1 A B sharing a secret random key
se 0,13

2 A creates an encoded message Ñ S M Fbitwise
3 A sends in encryptedmessage to B addition mod

Open channel so Eve learns m

f
xor

4 B decrypts in by computing w̅ Sto gets
M

Problems How share secret key
Currentolution Public key cryptography
Loomingproble.me Eve with quantum computer can break



When one door closes another door opens
T

public key
crypto

Quantum Crypto Prot

To do quantum crypto need quantum particles

photons individual particles of light
Fast

Easily lost

Hard to create to detect

Pokemon If insert diagonal filter between horizontal

and vertical polarizers how much light will come through
Bulb produces 1020photons sec each with random polarization

same as Less than
c
Same as D

More than
A no diag Nfingefitter single filter single filte



PhotonsPolarizers
vertically
polarized I ms 71 11

verticallypolarized filter

horizontally us 1k I
polarized f

verticallypolarized filter

diagonally if My
I Ask question

Vertical
polarized Horizontal

vertically polarized filter

Behavior only depends on angle between photon polarization polarize
Exiting photons have same polarization as filter



Q Ice breaker what do you do to relax 1 92Explain our experiment a Toy raffleI 120

O MN ME BE probabilly
A B c

lamp emits each photon with random polarization

What polarization s do exiting photons have

If T photons sec hit polarizer B how many photons sec

exit polarizer C The photons sec exiting

All photons exiting A are vertically polarized Since angle
between photons B is 45 of time blocked time

Kiewit diagonal polarization Similarly get blocked

by C everfewith horizontal polarization



Q Ice breaker what do you do to relax

Explain our experiment

MAIRE DE8
A B c

lamp emits each photon with random polarization

What polarization s do exiting photons have

If T photons hit polarizer B how many photons sec

exit polarizer C on average The photons



Y
m

asured is changed by measurement

Call this change collapse
Measurement outcomes are possible results of
a measurement

IN polarizer is a typeof q meas

ms IN D

polarization



Quantum Crypto BB 84

0 Alice Bob pick Lon Eve knows L

a b photon Ket
basis bit info bit

0 Overt I 10
nov

I 117
basis

0 1 7
diag
basis I 1 7

1 Alice chooses a b e go gL
large number

randomly
At ith second sends photon ai bi to Bob

I I I Bob



C Ket
measurement basis bit measurement

0 IN D 107,117

1 BY D 1 7,1 73

2 Bob chooses C c 011 randomly
At ith second sets up measurement Ci

3 Records outcome di
if detection

tkt23 istphotonifym.fmea

qf
D I BE D

bell 21 2

c 11
d 0111



Q If a Ci then

Tfbidi B bitdi C bi di the time

Q If ai FC then

A bi di B bitdifdbi dikthet.me

4 Alice Bob publicly announce a c strings

5 Alice and Bob throw out the bits of b d corresponding
to

bits where a c Remaining bits of b d match

Secret key



for Eve
Chooses e c 0 1,2 at random Bob

Alice

MID
detection

I DX DX
e detection

2 let photon pass undisturbed

Records f
0 detection

1 no detection
2 no measurement

Ice breaker what clubs sports activities do you
do

Simulate Eve's strategy
What happens to Alice Bob's secret key



Bit 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
a 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 0 0 0 0
b 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1 0 0 1 1
c 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 1 0 1
e 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 2 2 2 2
f
d

0 011 011 I 011 I 0 1 011 0 0 10 1 011 2 2

0011 0 1 I 0 1 0110110 10 10 10 011011 0 011



Bit 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
a 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 0 0 0 0
b 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1 0 0 1 1
c 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 1 0 1
e 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 2 2 2 2
f
d

0 011 011 011 I 0 1 011 0 0 1 011 2 2

0011 0 1 0 10110110 10 1 0 011011 0 011



The more Eve interfers the more b d b d
remaining

bits of b d t the more Eve knows about bl d

6 A B make public a random subset of bits of b d to

detect Eve

ma s
IFewmismatches

then

throw out

those bits Eve doesn't know
Abort

very
much about their

key

Remaining strings b d



7 Alice Bob error correct b d parity checks

b d
Is b dK

s Eve learns more info
about s

At B have matching
s

8 At B do privacy amplification hash functions

s s

sit
Eve knows nothing about

5
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10

001001010AS.fev.LT
B84 protocol now

Generate questions
BB 84 produces a secret key that is guaranteed secure

from any eavesdropper What is the quantum secret sauce

Play with 90 131384

Imeasurementdisturbsthestatesh


